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SNSD Certificate Course Descriptions

CpE 691: Information Systems Security

History of network security; Classical infosec; Nature of network security; Fundamental framework for network security; Security on demand in ATM networks; Analysis and performance impact of ATM network topology; Security in IVCC; Vulnerabilities and security attack models in ATM, IP, and mobile wireless networks; Intrusion detection techniques -- centralized and distributed; Emulation of attack models and performance assessment through behavior modeling and synchronous distributed simulation; Principles of secure network design in the future; Projects in network security.
CpE 654: Design & Analysis of Network Systems

Analysis of current networks including classic telephone, ISDN, IP, and ATM. Attributes and characteristics of high-speed networks. Principles of network design including user-network interface, traffic modeling, buffer architectures, buffer management techniques, call processing, routing algorithms, switching fabric, distributed resource management, computational intelligence, distributed network management, measures of network performance, quality of service, self-healing algorithms, hardware and software issues in future network design.
CpE 592: Computer and Multimedia Network Security

The objective of this course is to introduce current techniques in securing IP and multimedia networks. Topics under IP security will include classic cryptography, Diffie-Hellman, RSA, end-to-end authentication, Kerberos, viruses, worms, and intrusion detection. Topics from multimedia will include steganography, digital watermarking, covert channels, hacking, jamming, security features in MPEG-4, secure media streaming, wireless multimedia, copy control, and other mechanisms for secure storage and transfer of audio, image, and video data.
CpE 560: Introduction to Networked Information Systems 

An overview of the technical and application topics encountered in contemporary networked information systems including the overall architecture of such systems, data network architectures secure transmission of information, data representations including visual representations, information coding/compression for storage and transmission, management of complex heterogeneous networks, and integration of next-generation systems with legacy systems.
CpE 692: Modeling and Simulation for Secure Network Systems Design
The nature of physical and natural systems, The nature of simulation, the role of time and causality in simulation, principles of modeling complex systems, principles of simulation -- time-based, event driven, synthesis of uniprocessor simulations, principles of large-scale distributed simulation, synthesizing distributed simulations -- systems with stationary entities, systems with mobile entities -- relative motion, debugging and timing races, case studies, monitoring, data acquisition and analysis, meta-performance analysis, future of distributed simulations - a new philosophy, projects.
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General Information





The Graduate Certificate Program in Secure Network Systems Design (SNSD) emphasizes technical depth in the design, deployment, maintenance, security, scaling, and evolution of contemporary networks, including hardware and software issues.  





All courses in the SNSD Certificate program are approved courses for a Master's degree in Computer Engineering.   All courses successfully completed in the SNSD Certificate program can be used to satisfy the course requirements for a Master's in Computer Engineering if the student decides to proceed to a full Master's degree.





Students interested in enrolling in the SNSD Certificate Program should apply to the Graduate School of Stevens Institute of Technology for admission into the Department of Electrical and Computer Engineering within its Certificate program.  





The SNSD Certificate program covers fundamentals as well as state-of-the-art and emerging practices to provide the knowledge and training necessary to be competitive contributors to the exciting field of networking.  




















Significant advances in computing engines and networking infrastructure have given us powerful networked information technology (NIT) systems such as the Internet based banking, airline reservation, etc., which promise to become even more encompassing and capable in the future. Today, in many nations around the globe, computer networks have joined the ranks of highways, bridges, tunnels, railroads, and power grid, as a part of the national infrastructure.  However, the advances have also imported a serious threat in the form of great ease with which a perpetrator may threaten and successfully attack, in cyberspace, under the cover of tremendous immunity, others' property and identity. The frequency and ease, with which the worldwide Internet has recently being attacked by viruses and the collateral damage that they have caused, have literally shaken the public’s confidence in computer networks. The problem is so acute that leading experts now acknowledge, publicly and privately, that the “Internet is far too complex to secure.” Clearly, this is unacceptable and the threat must be severely lessened and brought under control. For, otherwise, society cannot fully embrace the information age and benefit from innovative NIT systems. 





Careful analysis reveals that the growth of networking has primarily been ad hoc, ranging from the fundamental weaknesses in the internet protocol (IP) algorithm design to the absence of security consciousness in switch fabric design and the lack of science in the topological layout of the nodes and links. In response, the ECE faculty at Stevens has developed a comprehensive approach to network design that takes into consideration every important element including large-scale system architecture, security, control and coordination algorithms, deadlocks, scalability, realistic traffic estimation, computational intelligence, hardware, complex software, and asynchronous timing that underlies all real-world systems. The approach is unique and represents a systematic, scientific, and verifiable approach to network design. The graduate certificate program in secure network systems design encapsulates this holistic approach and is the result of distilling knowledge from electrical engineering, computer engineering, computer science, and other disciplines. The successful graduate can expect to contribute to the design, deployment, maintenance, hardening, and upgrade of contemporary networks. Though not a part of the certificate program, Stevens has developed a unique experimental test-bed facility (SENDLAB) where radically new networking ideas may be prototyped and tested under real-world conditions.
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Program Requirements


The Graduate Certificate in Secure Network Systems Design requires completion of four of the five courses listed below.  


SNSD Certificate Courses


CpE 691	Information Systems Security


CpE 654	Design and Analysis of Network Systems


CpE 592	Computer and Multimedia Network Security


CpE 560	Introduction to Networked Information Systems 


CpE 692	Modeling and Simulation for Secure Network Systems Design
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Data Networks 


Network Security 


Cryptography


Fundamental Security Framework


Authentication


Distributed Systems


Privacy and Assurance 


Modeling and Simulation 


System Scalability


System Stability


Hardware and Software Issues


Future Network Design


Network Traffic Estimation


Intrusions and Viruses
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Admission Requirements





Admission to a Graduate Certificate program at Stevens Institute of Technology has the same requirements as admission to the Master's program.








Admission to the Master's program in Computer Engineering (and therefore into the SNSD Graduate Certificate program) requires a bachelors degree in electrical engineering, computer engineering or computer science.   Typically, a GPA of 3.0 or higher on a 4.0 scale is required.  Exceptional students from other fields may be admitted (and will be considered on an individual basis).  Applicants not satisfying the above requirements but demonstrating experience and competitive performance in a career position related to the topics of the SNSD Graduate Certificate may also be admitted (and will be considered on an individual basis).








For program related information, contact Stevens’ web-campus office or visit � HYPERLINK "http://attila.stevens-tech.edu/gradschool/distance_learning/courses/snsd.html" ��http://attila.stevens-tech.edu/gradschool/distance_learning/courses/snsd.html�








For technical details, contact Sumit Ghosh, Thomas E. Hattrick Professor of ECE Dept. (Tel 201-216-5658) or Prof. Stuart Tewksbury, Director, Dept ECE, Stevens Institute of Technology, Burchard 212, Hoboken, NJ 07030 (Tel 201 216-8096).





ECE Dept:  www.ece.stevens-tech.edu




























